Emperiuus Pty Ltd takes data protection very seriuosly. Please read the following to understand how we do this. 
[bookmark: data_security_statement]Data Security Statement
How we protect client data as an AI agency
[bookmark: bm_1_our_security_principles]1. Our security principles
We design all projects around three core security principles:
· [bookmark: fnref1][bookmark: fnref2]Confidentiality – Only authorised people and systems can access your data, and only for agreed purposes.[1][2]
· [bookmark: fnref3][bookmark: fnref4]Integrity – We protect data from unauthorised changes and maintain accurate, auditable records of key actions.[3][4]
· [bookmark: fnref4_1][bookmark: fnref3_1]Availability – We keep systems resilient with backups and recovery plans so agreed‑upon services remain available.[4][3]
[bookmark: fnref5][bookmark: fnref6][bookmark: fnref3_2]We align our practices to recognised security frameworks (such as ISO 27001 controls for service providers) and relevant privacy guidance in our operating regions.[5][6][3]
[bookmark: bm_2_data_collection_and_minimisation]2. Data collection and minimisation
· We only collect the minimum data required to deliver each agreed service, as defined in the scope of our contract.
· [bookmark: fnref2_1][bookmark: fnref7]Where possible, we use anonymised or pseudonymised data for AI training, testing, and demos, removing direct identifiers like names, emails, and account IDs.[2][7]
· [bookmark: fnref8][bookmark: fnref6_1][bookmark: fnref2_2]We clearly document: what data we receive, why we need it, how long we keep it, and where it is stored.[8][6][2]





[bookmark: bm_3_access_control_and_identity_6d455d]3. Access control and identity management
· [bookmark: fnref2_3][bookmark: fnref3_3]We apply role‑based access control, so staff only see the data needed for their role.[2][3]
· [bookmark: fnref3_4][bookmark: fnref4_2]Administrative and privileged accounts are tightly limited, logged, and reviewed on a regular schedule.[3][4]
· [bookmark: fnref2_4][bookmark: fnref3_5]Strong authentication (including multi‑factor authentication where possible) is used for all core systems, including cloud platforms, code repositories, and admin consoles.[2][3]
· [bookmark: fnref3_6]When someone leaves our team or a role changes, their access is promptly revoked or adjusted according to a documented offboarding process.[3]
[bookmark: bm_4_secure_storage_transmission_214862]4. Secure storage, transmission, and encryption
· [bookmark: fnref7_1][bookmark: fnref2_5]All client data is transmitted over secure channels (HTTPS/TLS) and protected from interception in transit.[7][2]
· [bookmark: fnref7_2][bookmark: fnref2_6]Where supported by the platform, we encrypt data at rest using modern algorithms (e.g. AES‑256 or better), and follow the vendor’s best‑practice key management processes.[7][2]
· [bookmark: fnref3_7]We avoid using unmanaged personal devices for client work unless they meet our security baseline (screen lock, disk encryption, up‑to‑date OS, and antivirus).[3]
[bookmark: bm_5_use_of_third_party_ai_and_cl_ba1c76]5. Use of third‑party AI and cloud services
· [bookmark: fnref9][bookmark: fnref5_1][bookmark: fnref3_8]We conduct due diligence on all key third‑party vendors (AI platforms, hosting, analytics, and automation tools), including security posture, certifications (e.g. ISO 27001, SOC 2), and data‑handling policies.[9][5][3]
· [bookmark: fnref9_1][bookmark: fnref7_3]We only use AI and cloud providers that offer contractual commitments on data protection and clear options for data deletion and export.[9][7]
· [bookmark: fnref5_2][bookmark: fnref3_9]We define shared security responsibilities with clients and suppliers in our contracts (who manages identity, logging, backups, and incident response for each component).[5][3]
· [bookmark: fnref6_2][bookmark: fnref8_1][bookmark: fnref2_7]We configure AI tools to minimise data retention wherever possible, and we disable training on client data unless explicitly agreed in writing.[6][8][2]



[bookmark: bm_6_secure_ai_and_data_handling_57ff63]6. Secure AI and data handling practices
· [bookmark: fnref8_2][bookmark: fnref6_3]We avoid sending highly sensitive personal, financial, or health data to external AI services unless explicitly required and contractually protected.[8][6]
· [bookmark: fnref7_4][bookmark: fnref2_8]When we must process sensitive data, we use techniques such as redaction, pseudonymisation, or tokenisation to reduce identifiability.[7][2]
· [bookmark: fnref2_9][bookmark: fnref3_10]We validate and test AI workflows in non‑production or synthetic environments before connecting to live systems, limiting production access to final, approved workflows.[2][3]
· [bookmark: fnref6_4][bookmark: fnref2_10]Model outputs that may contain personal or sensitive data are handled under the same security rules as input data.[6][2]
[bookmark: bm_7_logging_monitoring_and_audits]7. Logging, monitoring, and audits
· [bookmark: fnref4_3][bookmark: fnref3_11]Key systems (AI pipelines, automation platforms, integration tools) are logged to record access, configuration changes, and administrative actions.[4][3]
· [bookmark: fnref4_4][bookmark: fnref3_12]We conduct periodic reviews of access logs and security reports from our platforms and vendors, investigating anomalies and addressing root causes.[4][3]
· [bookmark: fnref5_3][bookmark: fnref3_13]We can participate in client security reviews and provide reasonable information about our controls, subject to confidentiality and proportionality.[5][3]
[bookmark: bm_8_backup_continuity_and_disast_1357b5]8. Backup, continuity, and disaster recovery
· [bookmark: fnref3_14]We maintain regular backups for critical configuration, code, and (where agreed) data sets necessary to restore services.[3]
· [bookmark: fnref4_5][bookmark: fnref3_15]Backups are stored securely, tested periodically, and protected with appropriate access controls and encryption.[4][3]
· [bookmark: fnref4_6][bookmark: fnref3_16]We maintain incident and continuity procedures so we can restore service within agreed timeframes when there is a disruption.[4][3]




[bookmark: bm_9_incident_response_and_breach_a15a66]9. Incident response and breach notification
· [bookmark: fnref2_11][bookmark: fnref3_17]We operate an incident response process covering detection, containment, investigation, remediation, and communication.[2][3]
· [bookmark: fnref6_5][bookmark: fnref2_12]If we become aware of a security incident affecting client data, we will notify affected clients without undue delay, providing known details, impact assessment, and recommended mitigation steps, consistent with contractual and legal obligations.[6][2]
· [bookmark: fnref3_18][bookmark: fnref4_7]After significant incidents, we perform root‑cause analysis and update our controls, procedures, and training accordingly.[3][4]
[bookmark: bm_10_compliance_privacy_and_lega_95bdf0]10. Compliance, privacy, and legal obligations
· [bookmark: fnref9_2][bookmark: fnref6_6]We aim to support our clients’ compliance with applicable privacy and data‑protection laws (such as the Australian Privacy Act, GDPR, or other local frameworks) through appropriate technical and organisational measures.[9][6]
· [bookmark: fnref10][bookmark: fnref11][bookmark: fnref6_7]We follow published guidance from regulators and professional bodies on responsible and secure AI use, updating our practices as these evolve.[10][11][6]
· [bookmark: fnref12][bookmark: fnref6_8]Our contracts and data‑processing agreements set out roles (controller/processor or equivalents), instructions, and responsibilities for data handling.[12][6]
[bookmark: bm_11_staff_training_and_responsi_24a114]11. Staff training and responsibilities
· [bookmark: fnref8_3][bookmark: fnref2_13]All staff are trained in data security, privacy, acceptable use of AI tools, phishing awareness, and incident reporting.[8][2]
· [bookmark: fnref13][bookmark: fnref8_4]We provide clear guidance on what can and cannot be entered into external AI tools, with examples relevant to our client work.[13][8]
· [bookmark: fnref8_5][bookmark: fnref2_14]Every team member is responsible for protecting client data and must promptly report suspected security issues so they can be investigated.[8][2]




[bookmark: bm_12_continuous_improvement]12. Continuous improvement
· [bookmark: fnref6_9][bookmark: fnref3_19]We periodically review our security policies, procedures, and technical measures in light of new threats, technologies, and regulatory guidance.[6][3]
· [bookmark: fnref3_20]We welcome client feedback and security questionnaires, and we use them to strengthen our controls and alignment with client requirements.[3]




